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Policy
It is the policy of the facility to safeguard the privacy and security of protected health information (PHI) and to protect the resident’s right to confidentiality of clinical information by releasing resident information or protected health information (PHI) only to authorized persons/agencies, in compliance with state and federal regulations covering treatment, payment, health care operations and/or other mandatory reporting requirements and in accordance with facility policy.

Definitions
1. Resident – one who is a current patient/resident of the nursing facility or has resided in the facility previously.

2. Protected Health Information (PHI)– individually identifiable health information that is created by or received by the facility, including demographic information that identifies an individual, or provides a reasonable basis to believe the information can be used to identify an individual, and relates to past, present or future physical or mental health or condition of an individual, the provision of health care to an individual or the past, present or future payment for the provision of health care to an individual.  

3. Legal Representative – one who is legally authorized to act on behalf of the resident such as a guardian or durable power of attorney or upon the death of the resident such as letters of administration or letters testamentary that have been issued by a court.

Requirements
1. The resident or his or her legal representative has the right, upon an oral or written request, to access all records pertaining to him or herself including current clinical records within 24 hours (excluding weekends and holidays).

2. After receipt of his or her records for inspections, the resident or his or her legal representative has the right to purchase at a cost not to exceed the community standard photocopies of the records or any portions of them upon request and 2 working days advance notice to the facility.

Procedure
1. Upon request to access or obtain copies of the medical record (PHI), the facility must first ensure that the authorization is appropriate.  Authority to access or release records can only be granted by the resident or the resident’s legal representative.  The facility should request a copy of the legal papers to ensure authenticity and the legal papers should be attached to the request.  A legal representative could be a guardian or a power of attorney with a health care proxy.  (If the resident is deceased, the POA is no longer valid and the legal representative would be the Administrator or Administrix of the Estate.) [NOTE:  According to the new final HIPAA rule effective 9/23/13, the rule says that those family members, relatives, and others who had access to the health information of the deceased prior to death, but has not qualified as a “personal representative” (PR) of the decedent under HIPAA Privacy Rule 164.502(g)(4) allows covered entities (facility) to disclose a decedent’s PHI to family members and others who were involved in the care or payment for care of the decedent prior to death, unless doing so is inconsistent with any prior expressed preference of the individual that is known to the covered entity (facility).  The rules states it is permitted but not required.  The facility can decide whether to adhere to the new HIPAA final rule.] At this time AJG does not plan to make any changes to our current procedure unless the facility directs us differently.  
2. If the request is for copies of the medical record (PHI), the facility will require the request to be placed in writing on a consent/authorization form that is HIPAA compliant.  The facility will encourage all requests for access to the medical record to be made in writing.
3. The facility should notify Arthur J. Gallagher Risk Management Services and their Corporate Office, if applicable.  Gallagher will arrange for the assignment to Corporate Counsel and the nurse paralegal.  However, the facility must keep in mind the required time frames for reviewing and copying records for current residents.  The facility should never release the records before a discussion with one of the above parties.   
4. Upon request of the resident/legal representative to access the medical record or request a copy of the medical record, the facility must ensure that all medical records are assembled from the floor record, thinned records, or any other location within the facility that maintains records.  The facility designee should assemble the record in the appropriate chronological chart order and ensure that all documents are present.  If documents are missing from the record, the designee should attempt to locate any missing document by checking with the appropriate department, the location for thinned records, the nursing unit, etc.  If the designee is unable to locate the missing document, then he/she should make a notation of the items that are missing. 

5. Upon receipt of a request for copies of the medical record, the facility should forward a letter to the requesting party identifying when the records will be available and the approximate cost of obtaining a copy of the records.  Sample letter attached.

6. Once a request has been made, the original record should be locked up and inaccessible to everyone except the administrator, DON, or designee.  If the resident is a current resident, then the minimum required information should be maintained on the floor.  As records are thinned, they should also be maintained with the secured record.

7. Once the record has been assembled, it should be reviewed to ensure that inappropriate records have not been filed in the medical record.

8. If the resident/legal representative has requested to access his or her original medical record, a facility representative will be present to prevent loss or damage to the original medical record.  

9. The facility should encourage the review of the record to be in the presence of his/her attending physician. 

10. Once the facility has assembled all medical records (PHI), the facility must identify what information has been requested.  If clarification is needed, then the facility can contact the individual requesting the information.  Once clarification has been received, then the facility can proceed with copying the record.   The designee responsible for copying the record should ensure that all pages of the record are copied.  This would include those records that are front and back forms. 

11. Once the record (PHI) has been copied, the nurse from the Corporate Counsel office or designee from the insurance company should review the record and “bate stamp” each page.  The facility should make a copy of the numbered copy and maintain with their files.  

12. The facility should provide the requested information in the form and format requested, including electronic form and format if so requested.

13. The facility can charge a fee for copying the records.  The fee should not exceed $1 per page for the first 25 pages and 50 cents per page for each page in excess of 25 pages.  The facility can also charge a $5.00 search and find fee.  (Insert applicable State fees.)

14. The facility should respond to the request for medical records immediately stating that the records can be picked up within 2 working days and upon receipt of payment for the records.  

15. A copy of the record should also be forwarded to the Corporate Attorney for review, if applicable.

16. The facility should maintain records of disclosure of medical records (PHI) that includes a description of information disclosed, date the information was disclosed, to whom the information was disclosed and the purpose for the disclosure. Not all disclosures require tracking.  The following disclosures of PHI are excluded:  disclosures made for treatment, payment, and healthcare operations, disclosures made to the individual, disclosures made for directory purposes, disclosures made to persons involved in the individual’s care, disclosures made for national security or intelligence purposes, disclosures to correctional institutions or law enforcement officials and disclosure made prior to the date of compliance with the privacy standards.  

17. When a certified copy of records are requested, the facility should attach a Certification of Custodian of Records authenticating the records (PHI) enclosed.

When is Authorization Required or Not Required
1. Release to physicians – generally not required when the physician is treating the resident
2. Release to family members – authorization is required
3. Release to long term care surveying/Accrediting Agencies – authorization is not required as long as the review relates to licensure/certification requirements.
4. Release to attorneys – authorization is required.
5. Release to Medicare Intermediary and Medicaid – authorization generally not required
6. Release to News Media – authorization is required
7. Release to Governmental Agencies (FBI, Social Security, IRS, VA, OIG, etc.) – authorization is required – these agencies may often provide the facility with a search warrant, subpoena, etc. which would be the authorization
8. Release to Police and Police Agencies – authorization is required however if the facility has suspicion that death may have resulted from a criminal act, then disclosure is permitted. 

9. Release to Coroners and Medical Examiners – authorization generally not required - the facility may disclose PHI to a coroner or medical examiner for the purpose of identifying a deceased person, determining cause of death or other duties as authorized by law.   
10. Release to Social Agencies (County Agencies, caseworkers, etc.) – authorization is required (authorization may or may not be required for the Ombudsman depending upon Sec. 3058g. State Long-Term Care Ombudsman Program)
11. Subpoena – authorization is not required.  The subpoena itself is the authorization

Note:  The facility should respond to any subpoena for medical records in the same manner as a request for records by the resident, family, or attorney.  The subpoena, however, may have a different timeframe for producing the records depending upon the type of subpoena issued.  If the subpoena has been issued on behalf of the resident or legal representative, then the records should be released according to the regulations, but if the subpoena is issued on behalf of a non-legal representative, then the facility would respond to the subpoena according to the type of subpoena.   
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