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Policy

It is the policy of ____facility name_____ to use electronic signatures, located in the electronic medical record, as a means of attestation of electronic medical record entries by a specific user.  Electronic signatures are considered legally binding in order to identify the author of the medical record/charting entry. The electronic signature is also used to confirm the completeness and accuracy of the entry that was intended by the specific user, along with all the associated ethical, business and legal implications.    
This policy applies to all authorized users that are granted authority to sign entries electronically.  Each authorized user will be verified through an authentication process in which the user’s identity (sign-on process) is verified in order to access Protected Health Information (PHI) in the electronic medical record system.  Authentication is an important process because it assigns responsibility to the authorized user for entries in which he or she creates, modifies, or views.  
Procedure

1.  Information System Administrators, _______list those individual that can authorize users_ , have the ability to enter authorized users into the electronic charting system after they determine the level of access that is needed by the authorized user, i.e. nursing, social services, administrative/clerical (billing purposes), etc.  Authorized users are only authorized to use the Protected Health Information (PHI) needed to perform their professional duties and job responsibilities.  
2. Information System Administrators shall be responsible for maintaining records of individuals that have been granted access to the electronic charting system and PHI.

3. The following departments and authorized users have authority to access the electronic charting system and to use the electronic signature feature: ______________________________________________

   _____     identify  departments/users [include surveyors as needed – F842]_____.
4. Each authorized user will be assigned a personal/individualized identifier which will be based on the access they need.  This identifier is unique to each authorized user and will include a user ID and password.  [The facility may need to clarify the identifiers that are required by their record provider service.] The record provider service has internal system controls that allow access to certain areas or sections based on the individual identifier.  Each individualized identifier provides a safeguard to minimize the potential for unauthorized use, fraud, and breach of confidence.    

5. Passwords should be between 6 to 10 characters and may consist of numbers, symbols, letters or special characters.  [Facility may need to insert the specific password requirements from their record provider service.]
6. Passwords will be prompted to be changed every 90 days.  [Facility should insert their specific record provider service recommendation/requirement for changing passwords, i.e. 30, 60, 90 days.]  Current or previous passwords should not be re-used.  Log-in procedures are limited to 4 [Facility should insert the number of unsuccessful log-in attempts recommended by record provider service.] unsuccessful attempts, after which, the user must contact the Information System Administrator to have his or her password reset.  
7. Authorized users passwords should be kept confidential at all times because the electronic signature of the authorized user is attesting to the content and authorship of the entry.  The authorized user should not attempt to log in to the system using another user’s password. [Insert if your facility requires employees to sign a Non-Disclosure Agreement acknowledging privacy and security awareness for their individualized identifiers.)  See sample attached.  
8. The authorized user or the Information System Administrator must change passwords immediately if it is suspected that the password has been compromised or has become known to others.  

9. Upon logging into the electronic charting system, the authorized user must certify that he or she will abide by the facility’s privacy and security policies.  If the authorized user does not agree with the facility’s privacy and security polices then the authorized user is logged off immediately. [Insert #9 with the security and privacy policies that must be agreed to when the authorized user is logging into the record provider service system.]
10. The electronic signature appears at the end of the entry/document with the date and time of the entry according to the facility’s internal computer software timing system.  Prior to signing and saving an entry the authorized user should make all reasonable attempts to assure all documentation is accurate and complete.  In order not to compromise the integrity of the record, an entry should not be changed or deleted after it has been recorded; however, refer to the facility’s policy relating to addendum, amendment, correction, deletion, or late entry.  [Insert specific record provider service guidelines on how the system handles addendums, corrections, etc. such a “strike-through”.] 
Responsibility

The Facility Administrator is responsible for the implementation and compliance of the electronic signature policy and procedure.  Violations of this policy may result in disciplinary action in accordance with the facility’s policy.  
Additional facility policies that may be needed as they relate to electronic signatures:
· Workstation Security Policy – Physical and Technical Safeguards

· PHI Confidentiality Policy
Non-Disclosure Agreement
[Relating to individual Identifiers]

I have been given access to _____facility’s_______ electronic charting system.  I have been given a unique identifier and entered a unique password to gain access to the electronic charting system.  I agree to keep my electronic charting system password confidential.  My electronic signature, that is provided when the electronic charting system is accessed, is equivalent to my written signature.  I agree not to attempt to gain electronic system access using another person’s password.  
Signature ____________________________         Date___________________________
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