

 DISCLOSURE TRACKING LOG

Purpose
To provide a tracking mechanism for release of information or protected health information (PHI).  According to HIPAA, covered entities are required to track disclosures of protected health information in the event an individual requests an account of disclosures.  The accounting of disclosures should be maintained 6 years prior to the date of the request.  

Not all disclosures are required to be tracked.  The following disclosures of PHI are excluded:

· Disclosures made for treatment, payment and healthcare operation purposes

· Disclosures made to the individual

· Disclosures made for directory purposes

· Disclosures made to persons involved in the individual’s care

· Disclosures made for national security or law enforcement purposes

· Disclosures to correctional institutions or law enforcement officials

· Disclosures made prior to the date of compliance with the privacy standards

All other disclosures of PHI must be tracked including written and verbal requests.  

Procedure

1. If facility receives a request for PHI – refer to Release of Medical Record Policy.  All requests should be in written form with the appropriate HIPAA compliant authorization form.  The facility should validate that the requestor has the authority to make the request.  (Refer to Release of Medical Record Policy).

2. Once the facility has completed the tasks outlined in the Release of Medical Record policy and the record has been released, record the disclosure on the disclosure tracking log, if applicable.  The facility may want to consider a disclosure tracking log by resident and by facility.  The facility disclosure tracking log may be useful in the event the facility is audited regarding HIPAA compliance.

3. The disclosure tracking logs can be maintained manually or electronically.  If maintained electronically, there should be the ability to sort by resident over a six year period.  If a manual log is maintained, the facility should determine who will maintain the logs and where they are maintained.   

4. If the resident requests an accounting of disclosures, the resident can be asked to provide the request in writing.  See sample Request for an Accounting of Disclosures form.  The privacy rule allows a covered entity to charge a cost-based fee for providing an accounting of disclosures.  In granting the resident the right to accounting of disclosures, the Department of Health and Human Services (HHS) had to balance the individual’s right to know and to whom PHI is being disclosed and the financial and administrative burden on covered entities in responding to such requests.  HHS concluded to grant the resident a right to an accounting once a year without charge.  The covered entity may charge a reasonable, cost-based fee for any subsequent requests during the one-year period.  In determining a reasonable fee, the covered entity should consider labor costs for search and find of resident information, cost of printing, cost of mailing (if applicable), etc.   

Information to be recorded on the disclosure tracking logs:

· Date received – the date request is received at the facility

· Name of requestor – name of person or entity requesting information to be disclosed or released

· Address of requestor – if known, the address of the person or entity requesting information to be disclosed or released

· Date of disclosure – the date the information was disclosed or released

· PHI disclosed – brief description of the information disclosed or released, i.e. nurse notes, physician’s orders, etc.

· Purpose of the disclosure – brief description of the purpose of the disclosure.  Purpose should be identified on the authorization form.

· Disclosed by – staff member that disclosed or released the information

Attachments:

1. Request for an Accounting of Disclosures 

2. Disclosure Tracking Log by Facility

3. Disclosure Tracking Log by Resident
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