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Purpose

To protect the resident’s right to confidentiality of clinical information by releasing resident information only to authorized persons/agencies and only in accordance with facility guidelines.

Procedure

1.
Medical information contained in the resident’s medical record is confidential and should be disclosed only to authorized persons with the resident’s consent.

2.
Verbal requests for medical information should be discouraged and limited to emergency situations in which physicians or health care facilities treating the resident request immediate information.  If there is any doubt as to the identity of a caller, a call-back system should be used to confirm the identity of the physician or facility requesting the information.

3.
Unless required by law, medical information should not be released without a written authorization signed by the resident or his/her legal representative.  

4.
Staff should be educated to the facility’s guidelines regarding confidentiality.

Who has access to medical information:

· The resident – the resident’s record shall be accessible to him/her within 24 hours (excluding weekends and holidays).  The resident will be encouraged to review the record in the presence of his/her attending physician or a representative of the facility.  The resident may have designated a legal representative through guardianship, power of attorney with health care proxy, etc. and can exercise the same rights as the resident as identified above.  The resident or his/her legal representative may receive a copy of his/her record within 2 working days after the request at a photocopying charge not to exceed the amount customarily charged in the community.  Once the resident is deceased, the POA becomes null and void and the legal representative must be appointed through legal proceedings such as the Administrator of the Estate, Administrix of  Estate, etc.

· Resident’s family – The resident’s family has no right to access the resident’s medical record without a valid authorization by the resident or his/her legal representative.

· Health Care Facility Personnel – Access to medical records will be limited to facility personnel with legitimate need for the information.

· Other Health Care Facilities and Physicians Caring for the Resident – When a resident is transferred to the care of another physician or health care provider, medical information should accompany the resident to assure continuity of care.  No authorization by the resident is required to release the information.

· Other Health Care Providers Not Caring for the Resident – resident consent must be obtained to release information to hospitals, physicians and other health care provider, except in cases identified above.

· Long Term Care Surveying/Accrediting Agencies – Government agencies involved in long term care may have access to a resident’s medical record without authorization, if such review relates to licensure/certification requirements.

· Government Agencies – Confidential information may not be released to government agencies without valid authorization from the resident or his/her legal representative, unless required by subpoena, federal law or state statute, except as mentioned above.

· State Ombudsman – Permission of the resident or his/her legal representative must be obtained before the state ombudsman may examine the resident’s record.  However, according to Sec. 3058g. State Long-Term Care Ombudsman Program states the representative of the Ombudsman program may have access if the resident is unable to consent and has no legal representative, or access to the records as is necessary to investigate a complaint if a legal guardian of the resident refuses to give the permission or if the representative has reasonable cause to believe that the guardian is not acting in the best interest of the resident; and the representative obtains the approval of the Ombudsman.  

· Insurance Companies – The resident or his/her legal representative’s consent must be obtained before any medical information may be released to an insurance company, unless otherwise specified by third-party payment contract.

· Attorneys – The resident or his/her legal representative’s authorization must be obtained to release information to attorneys.

· Law Enforcement Officials – The resident or his/her legal representative’s authorization must be obtained to release information to law enforcement officials, unless required by state statute or in response to a valid subpoena.

· Subpoena – A “subpoena duces tecum” can require the facility to release medical records.

· News Media – Confidential information may not be released to the news media without the resident or his/her legal representative’s authorization

A valid authorization should include the following information:

· Name and address of the resident

· Name and address of the facility

· Name and address of the individual or organization requesting the information

· A description of the information to be used or disclosed that identifies the information in a specific and meaningful fashion

· A description of each purpose of the requested use or disclosure

· Period of stay for which information is to be released

· Date of the request

· Signature of the resident or his/her legal representative and date – the authorization is signed by the legal representative, the facility should ask for a copy of the legal papers making the individual the legal representative

· Expiration date or event that would lead to the expiration of the authorization

· Statement of the individual’s right to revoke the authorization in writing and a description of how the individual may revoke the authorization

· Statement that information used or disclosed may be subject to redisclosure by the recipient

· A statement that the NF will not condition treatment on whether a resident signs an authorization, except for in the following two instances; 
1.  The authorization is for the provision of research-related treatment, or 
2.  The authorization is for the sole purpose of creating protected health 
      information for disclosure to a third party

The facility should maintain records of disclosure of medical records that includes a description of information released, date the information was disclosed, to whom the information was released and a statement of the basis for the closure.

In some situations, it may be advisable to notify the attending physician of a request for medical records to a third party if the release of medical information would be damaging to the resident or as a courtesy to the physician.
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